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Powerful compditers are tracking our digital

: e
—footprintsadown to the most mundare
activitieSIn our day-to-day lives.Gemma

o Black looksiat how personalinformati oni |5
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at best, an affroet to the presumption of
inmocemce at worst, and challenged notions
of free will and justice.

But jost 10 years an, precogs exdst. Mot
ar preatabed hiamams hathed in water and
blue light, as imagined by Spielberg in
hix adaptation of Philip K. Dlick's short
alary, bul as power hal cesnpubiss I:rl.w:iuu

and an increased capacity to Interpeet and
analyse that da o am Emerging
awarensss of i value and oseful mess.

'I-'l'l’ WVE REACHED A TENITH of the
tal age, | witlch this badk of all
information mow available i= digisi

and T peedad for EETIU LET .ll“_ur
timnl bypothesis aguinat dits cormelatioes -
and corme up wikth snowers to almest all our
quaestinns qub

Al of the ¢ 15 pe
rhair -'.LI.C} livis wre hased an ki WETF cruds
l.'|:I1I:|H!-'I..:IrI.lii.I15 of the world,” says Tiberlo
Caztano, a 4:|:lm|:i_1.|:r scientist and machine

'I:l‘.|'rl Traboart, Wonaiit .d-ll.'_'!.i-'
driven Lrl elita,” Canlars
"Thers will he

“There will be technology to help you = u-||.|-i|hﬂpl||uu

be a happier person or make better e beter decist

decisions, It will not be a person,

[t will mot be a person,
It weill not be God, 1t

it will not be God, it will not be a will nert be a friend - it

friend = it will be computers.”

through ooeans of maw data with the ahility
om their findings as they go
ogs faoe similar ethicad burdlbes
to those in Mimarity Report - but alsa,
enttvasiasts insist, the potential to bulld a

hand eviderce. A PP at ]
nlul. (= |.u|r.|.ru|lr f I il ol 1o s

fashicmed concept of oplrdon, ard a soclet;
that will inevitably foece a re-evaluation of
gur concept of privacy

atchpbiraze behind the concept is
‘Hg Data’, which, to pecple in the field,
means a kit mere than simply "loks of data’,
Rather, Big Data - a smdly umimaginative
m1rhr|rlp: term thart wesald probably make
L relers 1o the g

It Ui 2150- SRy data .‘hJuIl

And this "paternalistic
bty , s Caaliss calls
it, bz ha [ermrer b
change the way w nise oor Bves.
Wihile MICTA s

it, eost of Captano’s
ata prodects are with
trying to better umderstand
s can mean amythisg
frerm the comwenience af relevamt revess
om redail websib -
It:l.ll.l:"JI:l.‘lll ALE |'.'||.Er.i|.u|.ﬂ.i||.ﬂ_j1:|u
[=4] :f'.lur ETI':_ﬂ.llll.:f — “1'][&!;‘. r'l.'l.l hllill"
rhurm. Moee el snane, cetailers are
locking for ways to mine this Increasingly
walizahle resource.
According bo computer schentist Rasad
Mukktar, also at NICTA
predict movements, by

s of halgt.” he
dion't d ervatic
18 sl of Chi Cime,



S, when a 15-year-cld from
Minneapolis, L., fit a ‘pregrancy
wgorithen at depastesnt sbore Tangel -
by buying some of the 35 products that
pregnant womsen cften buy, incheling
stretch-mark creamn and vitemin
supplements = the store sent ber coupans
fize habey produces. Her father went b
his local store and demanded to see the
manager, asking whether Target was
roaruraging pregrancy in high-school
students, The New York Timas reparted in
Eebnaary 2012, Bat the story ook a twist
wharn ha Lates feand aut skt his ira o Lir
wrad indesd pregrant; the coupans ware

relevantly targeted, i

tactless. The algorithms wees:
acoarate, and discoscertingly
50 (see "Blg Brother”, helow).

THE METHODS employed
might soursd smple enough
Eye anyeme’s trolley at the
supermarket and you can

probably get o pretly jpocd
iddai ol his ar Ber lilestyle.

e rerw 0 wnbashbn coreraadity.

Big Broth

CMIE OF THE KEY, and most troubling.
aspects of ambient mteligence is the
constant connectwity Brought sbout by
our sreariphenet. Thers are mons than d
hilion in e rouesd b workd, scconding 1o
Lk iz 2OrER ks Bromi ghobal anabytiss firm
Stralegy Anakytics. For many, smastphones
ard mare important than wallsks and loeys -
they resnind S 6F 0F Rinerary, organise oo
eveis, and are noreasingty being used to
conduct firancial transsctions on the go.

Aa gur phones leave their Erail of digital
foatpricts, the question becomes, how much
Infemation given out s oo much? *The big
thading designers and iephamentars arn
i i heoow st Brailancan prrivene v kb by ™
iy Dl Cuthbart, Chint Opsrating Officer
T HTTGPaTon SECUFilY Coany SEREEDoa.
“How will Bese lechno boghes be desigmed
sl sacired an 35 nol ho pul peophs-at

Hl | FAHSCEFINTE AL T SEAT

But multiply thak by millions: - ansd mat
juast their shopping lists but their daily
Twests, Facebook status updates, phome
calle, emails and Google seanchis — and
chearly it's a task Bepand sy samber of
individuals to sift thirewgh and merpees
thar kind af data.

Instead, compisters are teaght what to
Bioci: fior and ghven the foundations from

"These organisations have

the potential to understand

im all of those features which are highly
orrelated with a partioular outcome,
Inokirg at all the historical samples with all
of that infarmation, sxplaing Mukbtar
“These arganizationg have the petential
to anderstard you much better than you
iy says Coetamn.
I thse i ol whae 15-year-odd giel,
while the department store may not have
limowm more about her than she
did, they certainly knew more
than almost anpone else, incuding
teer family. Wiat we're [ooking at.

Castasa pradicts, i 4 brave fw

you 'Tlu’:l-' I_—F'El-t{:r than you dﬂ.ll wearld in which ecirmtilic prancipli

wihich tewoek, then befi to thelr own
devices. 1ty called ‘supervised machine
learning’ - present a computer with 100
images of a man and tell it they're men,
and it will be able to tell youw whether
thee never-before-seen 10018t picture is

a man, hased on what it Tearned’ from
1k ||r\-|-'|li||u:.|||L.

Skl we're desng s
trainlog & eoedel, and what
that modie] & dolng ls
tryisyg Lo recognise patteens

sk bast, ot thi same B,
SErE B purposs T
Cuthberts proup recently
dimcoversd flaws in the
siscurity of ienartpboms i thay by to
ennneck ba Wi-Fi providecs. All smariphones
can commecl to Wi-FI services, and most
i leave Bhis function switched on. *One
ol this Flaws v Tound Back in 2006 wiss
that a moblle devios will probe for the last
x remiber of connecied access poinks,”
Cuthburt says. These wil include homes.
cafes, shopping tertred snd other public
hotspots we've logped onto through our day,
The team at Sermeposi ceveloped haciong
Aoltwing Mo idardify whal Bolipold our
jphories are calling oul for s thiry s By
Thizy wiee able b identiy indvidual praees
by thizir Media Aocess Conirol addness, &
wiriinl divlificatiom code smbedSSed ineach

are aimast uhigquitous - for
barher o worss.

“Big Duta, and the use of machine
learming ard all theese alporithms and
mathematics, is nothing other than
exercising the philosophy of sdence in
ompubers,” be saps

°If yow think of the history of scence, it
all about posing hypotheses and poessng
h:|-|ull.||uln|. Bl poru prasie & '.'|n:ln‘.|'|-|-||ix and

plona's hardwars, By trscking a phosa's
Wi-Fi mebwily, hachars can ireck someons's
mcmrrnti, the resaarche s found, “We
v bl up 2 framework to figere out
wihirt patple e, whisns thiry traved 1o, and
where they've been,” enplains Cuthlert.
“And In busy areas or busy times you can
gathser 3 lot of imMorration na short period.”
Positioned o London Liverpoc] Street,
ene of Londons busiest train staticns,
during rush howr in 2012, Cethbert's team
dantFied moneihan 11,000 phoni. With
B bisaim then posiionsd ot diffsreed
whatiorn anourid the city, Ehéy coild hiva
e ntiied tve movements of thousands ower
this eferae ol §ddy.

it's sfill surviving, wou keep it [f not, yoa
thange the hypothesis,” Castano says. "We
mre daing thak as we speik with comguler
shporithens — we are making them loak

wt these coearm of data, then genembe
hypotheses and if these hypotheses ane
coriatent with the dita observed the near
diy, you kiep the hypotheses. I not, pou
don't. Bverything is becoming science.
Every decision will be evidence-based”

COMSIDER A telecommunications
company. previoasly at the mercy of both
& fickle arketplice and barscasts by
eclucatidd But lismited marketing manapecs
anl chisf Financial afficers, The company
could supply an algorithm with all of the
data it bas about costomers who cancelled
their comtracts in the past year, then ase
the same algorithm to analyse the data
from the emtine exdsting customer hase.
Urcovering coreelations, the compuber
could predict which of those customers -
to an astonishing degree of acoaracy - =
il risk af L.ir.:-r"irq-_ their ecaitracts. That'a
wiwirh e fnipht réceive an enticisg deal
designed to perssade you to sgn on for
anathir pear - comcelwably, this could
happen before you even realised you

This sl |5 ba swilch off yoor
Wii-F when you're not using &. Bet
maost of us are now 50 used o being
‘onstantly connected that we may
nat want ta - in effect, ghving up
privacy for convenience. Previous.
wirk by wiraliss securily aopart
Den Badwy, CED of Sas Francisce=
basee Capital Hll Conguliants
MH‘III-'I'I:H'UH'HH'I_E
purchase mobile phone bowers at
cheap rales amd bap inlo oo phome
alls We are increasingly ikely 1o
b overhesrd and Piercepied. G
reliance on technology, particularty
wrartphones, is alye snowbaling the
trail of data wee lawes bahingd us. *If
s wirgrla dav'icl had dlich sbois
L&y ipcaar clily [iFa, yoiiir mgvamanls
and anling bahavious, the sedurity
ol bt Sesvice has be be paramaount,®
Cuthber wams.

- Msera Sentiliagam
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were a prime candidate for
becoming lost business,
Already. Big Data
asl maching arning
permmeatae almaost VY
asmect of our digital lives.
Caetano seps he recently
translated some Erglish
text imbo his native

larsgoage, Portuguese, I"i.
using Google Translate

t eme how quickhy \' F
the onlime tool was N
Tearning’. "I mn.lll:irg \' _
w0 much better than thoee 1"_

menths apa” he s

But for all the rhetoric of
revalations, theve are still hordles
1o pesprcoess. Alarn Dormer, &
research leader in services scienos
at Aszstralia®s nathomal sciemoe
agency, CRIRD, mays sheer emergy
requirements alone will be a
challergge. Dagta siorage costs >

U el Fig Do oo plond 5 chiguidi s Caie oo Fuibel
progearay prsdu U Ba @ lesrag e, peirpl g aedrg oy
rpess o hee lemily - devpin Tae defia’s sooerscp

A happy home

AS YO WAKE UPF an a Manday morsing,
‘thas Bighta in your pee-warmaed houis came
o slowly, mimicking & nabsral sunrise. As
you wal downsbairs, the Fedee kKol in,
e e coPes s already Brewsd Laber, the
washing machine reminds you to add your A oreerarching inbelbgent agent’ collects
laundry for it to wash and dey. ‘You then Information from the bullding's sensors
leave for work, knowing that your lights and  and uses wtHiclal intelligence softwarne to
gadgets will switch off or on once your home  process the information and pinpoing trends
knows you've gone inthe inhabitant’s behavioes: The challenge
Whoswer said Manday maming was I ideriE@ying b righl @i of sansans and
painful reeded & warld like this. IFs aconcepl inbellipancs soPtemns to masimise the
hasssd on ‘ambient inteligesce’, the idea thal  Building's afficiency.
yOUT Ssmart susmoundings can respond in ways Thare's a varicty ol applications for the
it predicks you will Fad uselul. Rechnslogy, s Cool. "For an enargy-
Michael O'Grady, an expert in mnmobile elficient goal, a home would be e of a
computing and Intelligent information resident’s activiles amd turn off devices that
systems at Usiversity College Dublin. is are ot in ese ornek oritical dor an activity™
e of many people working to bring this A home that could monitor an imdividuals
concept to reality, “The idea behind ambient  movements and behawiour would be ideal

rigrlicas ol hemes, aparterents, olfices

and assisted living space equipgsed with
SEnsers inihe walls, and dosways and
infrasiructure Bhal can maenilor miovemest,
Risrgezrabure, Bght leveds wed waler use

PAeligence is o provide seambess and for sick or elderdy people, with caregivers

Fuitive inderacticn belmein you and your alirbind M theri i 8 deivia Bon rem sofrmcnis

rtviranmisd e lirdhnakagy, " b s riesrriual Bsshireloue. For inisnple, i 8 persan
Diane Ceak is another, & computbar Halls over in the ktchan, semons would

soientist ot Washington Sate Universiy in FEgistor 3 ok of movemenl, selting off an
tha L5, she leads a tesen that his developed  alaem at o carsgiver's hoeee, or ol a hospital
30 smart home Lest boeds - essantia Py = Midwra Sesthaingam



Apsrt frem Hes srvaend af dois levedesd, b
e gy ¢ ofriii il b of B Dl prapce s b magor
kg bl )l (halurege

w may be plummeting, but bn September
2011, Google rewealed thar its data centres
consume 360 million watts of energy
eceoagh to power Salt Lake Cizy, Utah, with
Its 187,000-strong popralation.

"It snay not ke the case that you can't
pet encegzh disk driwes, it may be that o

and |mterpeeting data [m real time, to be

acted om as events oocur. Data will simply

e tomsed| out after It has been el

Already, Dormer says, several Aastralian

govermment departments monitor social
miesda such as Pacebook and Twitterin
meal time, with compegter alparithms

What we're looking at, Caetano predicts, is a brave
new world in which scientific principles are almost

ubiquitous - for better or worse.

cam't afford to store it becanse of the cost
af the electricity,” Dosmner saye. " The data
sborape world is concermeed aboegt that”
Even without energy restraints, thene's
adready b moch dita to stare. Thi
amuwier, Derrnir pradicia, will be ®real-tiew
sitnational swarensass” - commpubers sortng

analysing data to reveal spikes in certain
terms, phrases and even aentiments,
presented in smple visual format
for continueess scrutingsing

1 think [Big Data] will esable & vase
Encriase in eflicimcy,” Darmer siya.
_.Fuuplr will g dﬁinﬁ_ thisgs that and'L

worthwhile, beause they will be able to
see quire quiddy If what theyre dolng will
erabie a difference. Onos we get this real
time situational ssareness off the groand,
iz will enable super-rapid innovation.”
Doemer says he is currently working
oo a progect with the Inderssian
government, in which regioms valnerable
o poverty, unemployment or paturad
dissistirs are visualised oo a sort of

it A usEng availahle data 1o anable

oogoing visualisation of the Impacts of
podlcies on those areas.

*Thie potential Is that you [leplemsent]
a pobicy initiative and then vou show a
government official ‘that was last weel,
rerw Do it 18, explaine Dormner, "The
official can interpret that. He domn't need
an army of statisticians to tell him mere
e oF bess ped 1s good ”

Bl -tirss asualysis won't just loak at
this h'i—pi{l.urr Jueilians IJlﬁug_ll. The ki-_'

could he in focussing om what most of us
ronskder to be the mundane, such as the
timisg of your moersing calfe.

I Tw :I:“:lld. buying cales, ar @ I
lplrlr,L] mare Hime = o cahd fomorrees, wiak
does that say abour my feelings of job
securny? Muldvtar aoies. e what does
it mizar for “the anemployment rate in six
maoyths ime™? These types of qoestions,
wheen palred with real-time analysis,
could hecome marme significant than your
amawers to the cenmus,

Thee 20012 U5, alection was tied to Big
Data, with mEparts tar rnlLl‘l.in-r-:lullrniq
lhlrl.'“l'l:ﬂ.l T lI'I:‘!:I:IrI'Iﬂ o Larpet
campaign messages 4 imdbvidhl vaters
hased om the avallable Iedormation aboat
them. This included fStering voters by
their 'persuadability’, and then targeting
those woters with campalgn messages
and policies most Hiely to sway their
decision, as reported in The el Sereet
Journgl in Bovemnber 2012,

“If you think about it, it has always been
liki this,” aays Carlans, Thuas is, we v
il el sctad data - i ‘rlll_'ll eahinaka,
with pen and paper, in our memories
- arsd we've dways used that data, or
Information, to lnform cur decsloss. "It
fust that it’s going to happen at a muach
faster pace, and it's going to happenin a
muzch more |nteresting way,” hi saps.

BUT ARE TODAY'S. FRECDGS really a
social and marketing revalutian? Or are
Lhiry in invisen al privacy, |!:|.l.L'i||l (13T
muisch persier and krl.l.'PthlH,I izs eha hands
of government and big corporations?

Target learned the hard way thaz If
coupors ared ads ase too targeted, the
COMIY APPears creepy and customers
are barned off. Retallers these days hawe
b appear s theragh they koo less about
their castamers than they really de

And each time Pacebhook upsdates
its privacy or date-use policy, pubdic

trepidation s - et just Trom persanal

usird, but alsg Froes governamen A, Most
people are still wary of sacrificng privacy
In the name of effickent marketing
Hicewsever, Caetano predicts this will
change. Indeed, our relationship to privacy
has already evolved and continuwes to
doan - many af ua ypload information
anid photas about our lives, careers,
relationehips ared weekend parsuits
witkenut kaslnathon, Amd after bess than
i decads, wi already dhckle sbout
thie zarly days when It was comman

te vl ueng full names in email
addresses to protect our kemtity.

"By branch i= that the understanding of
the trade-oEF between the value of Four
ilata ared the privacy af your data iz paing
t ewedve dramnatically in the sest 10
years " Caetano Aays.

“Peaple will understand that to have
a better service from this paternalistic
entity, you nesd to dscose pour data.
Theere's no other way fior this to happen.
The price you pay is part, buk not all, of
what you've considered private so far,” be
ARyE. 'ﬂ'h-aillull:g. wack parion shsaulel B
U Freedam 1o et ke threskold of what
they deem mest agprapriate,” he achls,

“Liloe oitheer sodo-techmical phemomena,
Big Duta triggers both wiopian and
dyatopian rhetaric,” weote social media
commentators Darah Boyd and Kate
Crawford, from Microsoft Besearnch in

Cambridge in tha 1LS., in & May 2012
paper, ‘Critical Craestions for Big Data’,
Fu'l:]ilhud in Ill-rjllurn.ﬂ Trifar st o,
Communization & Sarirty.

"There are goene signaficans an:d
insightfal stedies cunrently being done
that imvalve Big Data, bt i is seill
mdvessary o ask oritical questions aboat
what all this data means, who gets
acress to what data, how data analysis (s
deployed, and towhat encds,” they said,

‘Whether you call it Bag Data, a
pabermalistic entity or Big Brother, the
isphit spama ba b that the cesnings and
goings ol cus reearulane Eoes have become
enare valuahle than ewer before. The
consumser ha, (o large extent, become
the comendity - bat it has 1o be wp woos
i decide whether it's worth the price. ™

Sararaa Blad  COGRIOS stad] writer,

=

vur pulothens g mith privacy it shasgid 4

Inaadirng 1 & Ve pibi 0¥ Betmee s e birse b ol sharivg ase Toe
yenprsty al privecy.




